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Anomaly Detection
General approach

[ Pre-processing Decision
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Transfer function approach
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Selected transfer functions

Auto-regression Non-linear model
linear model (Feed Forward
U B(Q) y Neural Network)
)

AQ)y(t) = B(q)u(t) +&t)

AQ)=1+aq +...+a q™

B(q) =bg ™™ +...+b g ™"
g tu(t) = u(t -1)

*?“K y(t) +ayt-+..+a yt-n,)=

- J‘ggi(t -nJ)+..+b ut-n, -n +1) +et)

UrbanFlood \<<r«—w< SI E M EN S A. Pyayt 10




UrbanFlood

AR

<"—_SIEMENS A ryy

model)
e Simulation

TF

Simulation and prediction (linear

@ - real value
O - estimation

t-1 t

e Prediction

u ’.

\

TF

x.
\ TF
ot
K.
\ TF

t

ot

t+1



Agenda

e UrbanFlood

* Anomaly detection
/4 * Sensor measurements

> Pre-processing procedure

> Example of measurements
* Results
* Further steps

A

UrbanFloed <~ SIEMENS A pyay




/ Common Time Grid creation
\ algorithm
i~

Linear Fourier-based
Signal x() — > interpolation — . —> Signal with filled gaps
gap filling
at gap
1
Intervals of gap
/ Senl Sen? Senl Sen? Senl Sen? \
—— o o
DirmN: |2
—Q—I—Az o o
_._
_.—
o O
Qy’&i

e, % Raw data Measurements Gap filling
< B synchronisation

UrbanFlood
rbanFloo \<<::—\k @ Measurement () Gap @ Filled value /




/ Gap filling of Boston dike data as step of
\ CTG creation
e
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Results of simulation
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/ Results of prediction

Linear model — one step prediction
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Comparison of results
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Criterion Training set | “Normal” Set with
set anomaly
Prediction | RMSE (0.9209 ) 0.9054 0.9729
(linear R? 0.9989 0.9986 0.9988
model)
Simulation | RMSE 9.4751 11,8003 ( 27.9838 w
(linear R2 0.8182 0.7518 L-o.29|3 J
model)
Prediction | RMSE 1.1057 2.8746 ( 14.0712 w
(non-linear )
0.9970 0.9599 0.4147
model) R 9770 K )




Conclusions

» Sufficient models were constructed on
training set: linear and non-linear
prediction models

» Anomaly was successfully detected by
simulation model (linear) and prediction
model (non-linear)

* Final selection of the appropriate model is
up to a decision maker
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